Principles for Computer Use
Information Technology Services

Colby College

Computing facilities are made available by Colby as a shared resource intended to support and facilitate the teaching, research, and administrative functions of the College. The usefulness of the system depends upon the integrity of its users. Therefore, these facilities may not be used in any manner prohibited by law or disallowed by licenses, contracts, or College regulations. All members of the community share responsibility for protecting these facilities from abuse, and individual users are accountable for the use of their own computer account, software, and hardware. 

Examples of abuse include but are not limited to:


• Use of computers or related equipment without permission;


• The attempt to access files or disks other than one's own without permission;


• Interference with any computer system or another's use of any computer system;


• Sending obscene or threatening messages;


• Theft, including the illegal copying of software, or the propagation, use, or  

possession of illegally copied software;


• Damage to files, library software, or equipment;


• Creation or use of any software designed to destroy data and/or disrupt services 

(viruses, worms, or letter bombs);


• Sharing of accounts or allowing others to use Colby accounts.

Your password is your own – no one needs to know it for any reason. Legal sharing of files can be arranged through Information Technology Services (ITS).

Colby prohibits the use of its computer facilities for the purpose of private financial gain not relevant to the mission of the College. Examples of such use include making commercial contracts and providing services for pay, such as the preparation of papers or income tax forms. In instances where some profit other than compensation by Colby is expected, permission must be granted in advance by the College.

In case of suspected abuse of a computer facility by violation of these guidelines or related regulations or laws, the suspected individual will be subject to the loss of access to that facility while the case is being referred to the appropriate College disciplinary authority. Further prosecution under civil or criminal law is possible. Anyone who is uncertain whether a particular use of computer facilities is permitted should consult the Director of ITS or the Chair of the Information Technology Committee.

I have read and considered these principles, and agree to abide by and support them.

(signature) 
(date)

Please print: 



(first name) 
(m.i.) 
(last name)

Proposed Electronic Mail Policy

Draft for Discussion — October 4, 1994

(1) Electronic mail is an important medium for communication, both on the Colby campus and with those elsewhere on the world-wide network.  
Use of this medium by students, faculty, and staff is encouraged for scholarly, work-related, and personal communication within the constraints of ethical standards and other policies, procedures, and job responsibilities that are in place at Colby.

(2) Electronic mail is private and owned by the sender and each recipient account holder.  
The use of each account is the personal responsibility of the account holder.  The contents of electronic mail will not be monitored, censured, or otherwise examined except with specific authorization and direction by the appropriate Dean or Vice President or as part of the required system administration as described below.

(3) Colby staff members may, under certain conditions, have e-mail files accessed by others when it is related to departmental functions.

A special condition exists for a staff employee who receives mail associated with his/her job responsibilities and where, in their absence, the supervisor or others in the department needs to have access to the mail.  Computer Services must continue to maintain the privacy of mail but, on authorization from the department head, may locate and copy specific messages; no person outside Computer Services may review the entire contents of an account's system mailbox without authorization of an appropriate Dean or Vice President.

(4) Mail moved by the account holder outside the mail systems becomes personal files covered by other policies and procedures.
Note that mail downloaded to files on a Macintosh using Eudora or saved to files on a minicomputer are covered by other policies and procedures.  Those files on a Macintosh are outside the system management of Computer Services.  Maintenance of e-mail privacy is controlled, at least to a great extent, by permitted access to the machine and that is the responsibility of the individual.

(5) Computer Services administers the campus electronic mail system in a manner consistent with the system's importance for campus communication and the need for privacy of e-mail messages.  
In the process of administering the electronic mail system, certain members of the Computer Services staff will, of necessity, have access to the contents of certain e-mail messages.  The Computer Services staff members will exercise their ability to access the contents of e-mail under the strict limitations of the system administration requirements (a need to know basis).  Furthermore, information about the contents of e-mail obtained by members of the staff as they administer the e-mail system must not be communicated to other members of the Computer Services staff unless required to administer and support the system, and never be communicated to anyone outside  Computer Services without the approval of the appropriate Dean or Vice President (with the exception noted in (2) above).

(6) The electronic mail system operates in a best effort manner to deliver messages as specified by the sender, protecting the privacy of the contents.  
Although highly reliable and secure, delivery to on-campus e-mail addresses is not guaranteed, there can be no assurance that the person holding the recipient account actually examines a particular message, and confidentiality cannot be absolutely guaranteed.  In all these respects, electronic mail is no different from campus mail.  Computer Services can provide advice on how to use additional procedures and software with the system when higher levels of security and confirmed delivery are required.

(7) There are no assurances about the handling of e-mail received from or sent to addresses outside Colby.  
Organizations managing e-mail systems elsewhere on the network may or may not have similar policies to those described here.  Many are known to consider e-mail the property of the organization, subject to examination.  Be aware of this possibility when you correspond with those elsewhere on the network.  While Computer Services may be able to provide some advice, Colby has no direct influence on the handling of e-mail anywhere outside our local network.

(8) Some information about personal mail use is not confidential because of the way computer systems operate.  
Depending on how a person uses e-mail, the following information can be seen by other people:

•
The fact that a person is running a mail application.

•
The account to which mail is being addressed (true only on a UNIX system such as a VAX or HP computer and only under certain circumstances).

•
The size of the account's mailbox (mail waiting to be read).

•
The date and time mail was last read.

(9) The account holder must maintain password security.
Electronic mail addressed to an account is delivered to a mailbox file that can be accessed through a variety of computer programs (e.g., VAX and HP mail, Eudora) under account password control.  The account holder is responsible for maintaining strict confidentiality of that password, as described in the general statement on computer ethics and responsibilities.

(10) The account holder is expected to manage all mail delivered to that account.
It is the responsibility of the account holder to manage her/his e-mail by suitably disposing of mail in the account's mailbox (deleting messages, transfering messages to a personal computer's storage such as with Eudora, or saving messages to files in the account's home directory on the minicomputer system).  Managing e-mail also requires account holders to suitably control the automatic delivery of messages from such services as mailing lists (e.g., Listserv and Comserve).

(11) Electronic storage for mailboxes is limited and the Computer Services staff must ensure that sufficient space is available for the on-going delivery of new messages.  
Computer Services will establish a maximum permissable mailbox size.  When this size is exceeded, the entire mailbox contents may be moved to a new file in the account's home directory on the minicomputer, where it will be accessible by the account holder.  An e-mail message notifying the account holder that this action has been taken will immediately be sent, thereby placing in the vacant or nearly vacant mailbox information about where other mail has been placed.   Those files become eligible for accelerated archiving under the ATTIC tape system, which permits perpetual access to all mail received by an account.

(12) The accumulation of a large volume of mail in an account's mailbox may require Computer Services to take management action.
A large volume of unread mail being received by an account can cause network and mail performance problems, in addition to storage problems, with no benefit to anyone.  In cases where, over a period of a week or longer, an account is receiving a large volume of mail and the account holder is not moving it out of the mailbox, Computer Services will implement stages of response to safeguard the account holder's mail, protect performance of the e-mail system, and help the account holder gain control over the amount of mail being received.  These are the response stages:

        (a) Whenever the mailbox is moved to a file in the account's home directory, the informational message sent by Computer Services will offer assistance and advice on how to manage the inflow of mail.  It will alert the account holder to the need for him/her to take action in managing the account.

        (b) Computer Services will contact the person by phone or conventional mail to alert them to the problem and request that immediate action be taken, offering advice on how to proceed.

        (c) Computer Services will send conventional mail to the account holder stating that the Computer Services staff will take whatever action they deem most appropriate to halt the receipt of new mail from distribution lists.  Because most such lists maintain an archive that can be used to retransmit the messages if needed, this step is not likely to cause the loss of any information.

        (d) Computer Services will request permission from the appropriate Dean or Vice President to inactivate the account.

(13) Extraordinary action may be required under specific constraints.
Certain circumstances may require Computer Services to take extraordinary action in administering the e-mail system.  This might be caused by such things as system malfunction or malicious actions by an individual.  Computer Services must take steps to

(a) protect the privacy of mail,

(b) protect the functionality of the electronic mail system,

(c) protect account holders from disruption of their use of the electronic mail system.

Extraordinary action taken by Computer Services to limit an individual's access to the system or to inspect and/or alter the contents of a mailbox must have prior approval of a Dean or Vice President.

(14) This policy should be reviewed annually or more often as needed.
